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To ensure a reasonably smooth process of establishing connectivity with the new
DoDEA Citrix environment please log into your PC with a username and password,

and do not have your CAC card inserted in the CAC card reader.

If you initially logged in with CAC, you should log out and login again with your
username and password instead of your CAC card.
If your network security environment requires you to log in using only your CAC
card, please be aware that there will be a step that will require you to pull your
CAC card out in order to allow the DoDEA Citrix CAC registration process to
successfully complete.

Step 1: Start Internet Explorer Web browser, and enter https://citrix.dodea.edu
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Step 2: Read the DOD NOTICE AND CONCENT BANNER and the click on the OK

button.

/= Citrix XenApp - DOD NOTICE AND CONSENT BANNER - Windows Internet E;

(€] ~ |@ nhttps:jjcitrix.dodea. edufCitrix{xenApp/authfpreLoginMessage. aspx =l
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Click OK to continue

Done
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Step 3: Click on Cancel button to continue.
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Step 4: This application requires that your local PC have the latest Department of
Defense Root Certificates installed. The DoDEA Citrix login screen has a link to the
latest DoD Root Certificates. If you don’t have DoD Root Certificates, please click the
link to install DoD cert. Contact your local helpdesk for assistance if you are not able to
install these certificates.

Note: You should see v.3.13A.exe now instead of v.3.12A.exe

If you already have the latest DoD Root Certificates then skip to step 7.

Welcome! Please read before continue.

Local installation of DoD Root Certificates are necessary for accessing this web
site. If you do not have these certificates installed on your local computer, dick
the link below to download or install these certificates.

rootcerts/InstallRoot v3.12A.exe

Logon type:

Usar name:

. Please click here to

' : download Root
Certificates.

Password

Domain:
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Step 5: After clicking on the link for the latest DoD Root Certificates the popup window
for installation will appear as shown below. Click on the Run button.

Welcome! Please read before continue.

Local installation of DoD Root Certificates are necessary for accessing this web
site. If you do not have these certificates installed on your local computer, dick

Do you want to run or save
Please Click here to run.

Name: InstallRoot

Type: Application,
From: citrix.dode?l(

Run I

While files from the Internet can be useful, this file type can
potentially harm your computer. If you do not trust the source, do not
run or save this software. What's the risk?

Step 6: A second popup window will appear. Click on the Run button for this window.

Welcome! Please read before continue.

Local installation of DoD Root Certificates are necessary for accessing this web
site, If you do not have t omputer, dick

Internet Explorer - Security % ) _
Click here to run again.
The publisher could not be
software?

Mame: InstallRoot_v3.124.exe

Publisher: Unknown Publisher

I Don't Run I

should only run software from publishers you trust, How can I decide what
software to run?

@ This file does not have a valid digital signature that verifies its publisher. You

(X
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If the Root Certificate installation runs correctly you should see a popup window like the

one shown below:

- DoD ROOT CA
. DoD OCSP SS
. ECA Root CA
. ECA Root CA
. ECA Root CA 2

. Med CA-1

(Invalid Dates>

. Med CA-2
(Invalid Dates>

. DoD CLASS 3 CAC CA
(Invalid Dates>

. DoD CLASS 3 CA-3
(Invalid Dates>

. DoD CLASS 3 CA-4
(Invalid Dates)>

. DoD CLASS 3 CA-5
(Invalid Dates>

. DoD CLASS 3 CA-6
(Invalid Dates)

Root CA

ocsp ss

Root CA

Root CA

Root CA 2
PKI Med Root
PKI Med Root
CLASS 3 Root
CLASS 3 Root
CLASS 3 Root
CLASS 3 Root
CLASS 3 Root

12/05/2629
02,28/2611
06/14/2840
86/14/2048
83/30,/2028
#8,/06/2003
88,/12,/2063
0%2/26 /2666
@7,/84/2086
@7,/84/2686
83,/18/2089
04,87/2009

Step 7: Close the Root Certificate installation window(s) if necessary, and continue with

the initial login process. Change the Login Type from “Pass-through...” to “Explicit”

(€} ~ | @ https:jicitrix.dodea.edu/Citrix{xenfppfauthjlogin. aspx?NFuse_MessageType=ERRORSNF ¥ |

File Edit Vview Favorites Tools Help

487 (@) Citrix XenApp - Logon

& Convert ~ [ Select

Welcome! Please read before continue.

Local installation of DoD Root Certificates are necessary for accessing this web
site. If you do not have these certificates installed on your local computer, dick

the link below to download or install these certificates.

hi 2 //citrix.dodea.edu/Citrix,

Done
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Step 8: Enter your ID, password and your domain. Click “Log On” to continue

/2 Citrix XenApp - Logon - Windows Internet Explorer =lol x|
(€] ~ | © httpsijicitrix.dodea. edufCitrixfxenapp/authjlogin. aspx?NFuse_MessageType=ERRORENF ¥ | 45| x| | ol

File Edit WYiew Favorites Tools Help & Convert  ~ r7SeIe(t

R > |z Tools ~ 7

- Page ~

@ Citrix XenApp - Logon | n . d=h

Welcome! Please read before continue.

Local installation of DoD Root Certificates are necessary for accessing this web
site. If you do not have these certificates installed on your local computer, dick
the link below to download or install these certificates.

........... Login with your
domain
credentials

& Internet H100% -

Step 9: The DoDEA Citrix server environment requires the Citrix Web Client to be
installed on your local computer. If this client is not found on your computer, the
window for installing this client on your computer will appear as shown below. This will
install Citrix Web Client on your PC. If you do not have sufficient privileges to install
this client on your local computer, contact your local help desk. If this window does not
appear on your computer screen, go to step 13.

This Citrix client is fully licensed for DoDEA users and organizations supporting
DoDEAs mission. Click on the box that accepts the Citrix License Agreement, and then
click on the Download button.
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% XenApp - Download Client Software - Windows Internet Explorer = =] 3]

(€]
File Edit

xR

~ | https:ficitrix.dodea.edujCitrixixenappclientDetection/downloadNative. aspx - $9 |l X FeRps
View Favorites Tools Help & Convert ~ [P0 Select
>
@) Citrix XenApp - Download Client Software | | - = v .- Page ~ Tools ~

Check the box and click on
Download button

Done

) Clicking Download

€D Internet L 100% -

Step 10: Click the Run button to start the Citrix client installation.

7

Q'

&

A

CiTRIX

Done
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‘While files from the Internet can be useful, this file type can
potentially harm your computer. If you do not trust the source, do not
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&9 Internet +H100% ~ o
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Step 11: Click on the Run button to continue the installation.

/> Citri - Ol x|
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Done € Internet +100% -~

Step 12: Allow the running of the ActiveX Control if prompted to allow this process to
run.

/> Citrise =] P3|
(€] ~ |@ https:ifcitrix.dodea. edufCitrix/*enApp/clientDetectionjnativeClientDownloaded.aspx | *2 || X ! Sl S
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What's the Risk?

ﬁl Citrix XenApp Web Plugin
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Installation Progress

Installing Citrix XenApp Web Plugin. Please wait...

Done: & Internet +100% -
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Step 13: Click on the Close button to close the client installation window.
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Step 14: Following the installation of the Citrix client and successfully logging into the
DoDEA Citrix environment users must register their CAC cards on all of the DoDEA
Citrix servers. Users that ONLY USE MMS, ZBMS and WAAS only need to register

their CAC cards on server CTX4.

ions - Windows Internet Explorer =10 x|
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You will have to register your CAC with
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"Register Your CAC - CTX1" by single
click onit.
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Hint: Unable to find the published resource you require? Use Search to locate it for you.
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Note: You may see the Icons below rather then text like above

&) g S g

Regster Your CAC - Register Your CAC - Regster Your CAC - Register Your CAC -
X1 CTx2 CTX3 CTx4

Step 15: When you click the CAC Registration icons, the prompt below will appear.
Click on OK to continue.

s Register Your CAC - CTX1 - Citrix XenApp Plugins for Hosted Apps

DOD NOTICE AND CONSENT BANNER 5'

'You are accessing a U.S. Govermment (USG] Information System (IS ) that is
provided for USG-authorized use only.

By using this IS [which includes any device attached to this 1S, you consent to
the following conditions:

-The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing,

-4t any time, the USG may inspect and seize data stored on this 1S.
-Communications using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for any
USG-authorized purpose.

-This IS includes security measures (... authentication and access controls) to
protect USG interests--not for your personal benefit or privacy.

-Not withstanding the above, using this IS does not constitute consent to PM, LE
or Cl investigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or services
by attorneys psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User
Agreement for details.

Click OK to
continue
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Step 16: Insert your CAC card into your CAC reader. After the CAC software reads
your CAC card three icons appear in the Active Client window when done similar to the

picture in step 17.

s Register Your CAC - CTX1 - Citrix XenApp Plugins for Hosted Apps

@ ActivClient - Gemplus GemPC433-Swap 0
Ec Wiew Tools Help
> A .
D af e BT O @@
|® & Tasks -~ x|
Please wait until your CAC is being
read
JV
Please wait while the smart card is being
accessed...
|
Help Tasks a
@ Get help on using this software
“.% Troubleshoot a problem

Step 17: When the icons show below appear in the ActivClient window, click on the
Tools menu; click on Advanced: click on “Make Certificates Available to Windows”.
Close CAC ActivClient register window. Close the Register CAC window. Remove
CAC card from the CAC card reader.

S Iegrater Your CAL - CTXL - Citrise XenAop Phagies for Hosted Apps
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Help Tasks
WD Gt Py o e Ve st e
o Prolbestunid e ohinen

Tochesc sl nd crmation stk e wewt card
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Step 18: Repeat step 14-17 for Citrix servers CTX2, CTX3, and CTX4 before moving to

Step 19.

Step 19: Remove CAC card from CAC reader, and then close all Internet Explorer

windows.
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Step 20: Start the Intenet Explorer Web browser (IE), and type in
https://citrix.dodea.edu, Click on the OK button.

(_f Citrix XenApp - DOD NOTICE AND CONSENT BANNER - Windows Internet

Explorer =10 =]
(€] ~ | httpsiscitrix. dodea. edujCitrix/%enapp/authpreL oginMessage. aspx = || x o~
File Edt WView Favorites Tools Help @ Convert ~ [P Select
L @ Citrix XenApp - DOD NOTICE AND CONSENT BANNER

- Page ~ Tools ~ >

DOD NOTICE AND CONSENT BANNER

Click OK to continue

Done

€ Internet L 100% -

Step 21: At this stage of the configuration you should get a popup window similar to the

one shown below. Please choose “Full Access” and “Never ask me again” option and
Click OK. If you don’t see below screen, please continue to step 22.

‘s Client File Security x|
-
CiTRIX

A server application is requesting access to your
local client files.

What access do you want to grant?
" NoAccess

" Read Access

¢ Full Access

Do you want to be asked again?
" Always ask me

" Never ask me again for this site
¢ Never ask me again

o]
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Step 22: Non CAC card Users, go back to Step 8, and follow the login without CAC
instructions. DoDDS-Europe and DoDDS-Pacific Users, should also go back to Step

8 and login WITHOUT CAC card.

DoDEA-HQ, DDESS, DLA and WAAS Users, if you login to your desktop with your
CAC card, you need to keep the CAC card in the reader while using Citrix (See
below picture). If you did not login to your desktop with CAC card, DO NOT insert
CAC card into reader until you are prompted to by the Citrix environment.

DOD NOTICE AND CONSENT BANNER

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By
using this IS (which includes any device attached to this IS) you consent to the following conditions:,-The USG routinely
intercepts and monitors communications on this IS fo o l]l]

time the USG may inspect and seize data storedon t =
private are subject to routine monitoring interceptior
purpose. ,-This IS includes security measures (e.q. al
your personal benefit or privacy.,-Not withstanding
investigative searching or monitoring of the content
representation or services by attorneys psychotherz
product are private and confidential. See User Agree

Keep the CAC
inserted and login
with your domain

credentials.

Connecting to citrix.dodea.edu.

| € hqdsdodeatjohn.doe _v_‘ _J

Password: | LI IITIT LT Y]]
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Step 23: Following a successful login to the DoDEA Citrix environment you will get a
browser window that contains icons for all of the Applications that you have permissions
to execute. That window will be similar to the one shown below:

/2 citrix XenApp - Applications - Windows Internet Explorer = E||L|
@._’\ 4 IEhttps:Hcitrix.dodea.eduj'citrixJ'XenAppj’siteIdefauIt.aspx?NFuse_CurrentViewStyle=Icons:] % 2 (| X I‘S-:u:u;[e P~
File Edit Yiew Favorites Tools Help %Convert - ESelect
n - >»
W @Citrix XendApp - Applications | | {-'h > B v o= jPage v Tools v

G A

e &

ASARS ASAS_CTX4 ATAAPS Class Tracker _CTX4 Class Tracker _CTX6

I T
W
CSU Refresh DAPS DCPDS Codes_CTX4 q

rrors_CTX4 . _
Errors CTX You are now in the citrix farm. You can

/ continue on with your desired
) B application such as DCPDS or EPD.
e e €

DMDC Status DoD Tracking System DoDEA 11i DCPDS
Errors_CTX4

wohouse_CTX4

& & s &
EBIS Web EBIS Web eOPF eOPF User Status EPD EPD_CTX8

Maintenance SuperForms_CTX4 Report_CTX4

Forms_CTX4
3 SAT N
§ 1
e I

Formflow223_CTX1 FRB_CTX4 Gain and GRB Assist GREAT Hierarchy List_CTX4
Losses_CTX4 2009_CTX1

p- iy s -
Hierarchy Vacant Hierarchy ICuC IDB DDESS ASC V2 IDB DDESS PAY IDB DEBT WAIVERS
Supv List_CTX4 Verification_CTX4
v
4 »
[ T [ 6 memet [H100% ~

Step 24: Click on the application that you want to use. Insert your CAC card in the
reader, and enter your CAC card PIN number when prompted.

I Microsaft
H ‘{Winc

g=ucidl Enter your PIN and
click OK

Copyright © 1885-2003 Microsafl Corpe atl

PIN: I

| QK I Cancel Shut Down,,. | Options <<
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