






































OSD Records Disposition Schedules

investigating internal fraud or misconduct, and conducting internal and external audits of software and
systems security. Termination, consolidation, or reorganization records relate to terminating,
consolidating, or reorganizing a PKI; notifying subscribers of decisions, transferring inactive keys and
revocation certificate lists to storage repositories, transferring consenting subscribers' and certificates and
related materials to a new Certificate Authority, destroying sensitive records involving privacy (in
accordance with an authorized records schedule), and shutting down and disposing of RA hardware and
CA software.

DISPOSITION: Temporary. Cutoff annually. Destroy 7 years and 6 months, 10 years and 6 months, or 20
years and 6 months after cutoff, based on the maximum level of operation of the CA, or when no longer
needed for business, whichever is later.

AUTHORITY: GRS 3.2, item 060 (N1-GRS-07-3, item 13a(1))

PRIVACY ACT: Not Applicable

FILE NUMBER: 1606-13

FILE TITLE: Public Key Infrastructure (PKI} Administrative Records — Non-Federal Bridge Certification
Authority (Non-FBCA) Certification Authority

FILE DESCRIPTION: PKl-unigue administrative records that establish or support authentication by tying
the user to a valid electronic credential and other administrative non-PKI records that are retained to
attest to the reliability of the PKI transaction process. Included are policies and procedures planning
records; stand-up configuration and validation records; operation records; audit and monitor records; and
termination, consolidation, or reorganizing records. Policies and procedures planning records relate to
defining and establishing PKI systems. Records relate to such activities as determining that a PKI should
be established; creating project implementation plans; creating the certificate policy (CP}, certification
practice statement (CPS}, and other key operating documents; developing procedures in accordance with
the CP and CPS; conducting risk analyses; developing records management policies (including migration
strategies); and selecting the entity that will serve as registration authority (RA). Stand-up configuration
and validation records relate to installing and validating both the Certification Authority {CA) and
Registration Authority (RA), obtaining final approval or rejection from the agency's oversight or
authorizing body, creating and generating a CA signature key, testing security procedures for the CA and
RA, validating certification revocation procedures, and establishing back-up and storage for the PKI
system. Operation records relate to the certification application; certificate issuance and key generation
{including key pair generation and private key loading and storage of private keys and components of
private keys); certificate acceptance, validation, revocation, suspension, replacement, and renewal;
creating and maintaining an event log; and installing and validating software updates. Audit and monitor
records relate to conducting periodic internal and external reviews of auditable events specified in the
Federal Bridge Certification Authority (FBCA) X.509 Certificate Policy and other Entity CA policies,
monitoring compliance with security requirements specified in the CPS and other operating procedures,
investigating internal fraud or misconduct, and conducting internal and external audits of software and
systems security. Termination, consolidation, or reorganization records relate to terminating,
consolidating, or reorganizing a PKI; notifying subscribers of decisions, transferring inactive keys and
revocation certificate lists to storage repositories, transferring consenting subscribers' and certificates and
related materials to a new Certificate Authority, destroying sensitive records involving privacy (in
accordance with an authorized records schedule), and shutting down and disposing of RA hardware and
CA software,

DISPOSITION: Temporary. Cut off annually. Destroy 7 years 6 months to 20 years 6 months after cutoff,
based on the maximum level of operation of the CA, or when no longer needed for business, whichever
is later.
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OSD Records Disposition Schedules

AUTHORITY: GRS 3.2, item 061 (N1-GRS-07-3, item 13a(2))
PRIVACY ACT: Not Applicable

FILE NUMBER: 1606-14

FILETITLE: Public Key Infrastructure (PKI) Transaction-Specific Records
FILE DESCRIPTION: Records relate to transaction-specific records that are generated for each
transaction using PK| digital signature technology. Records are embedded or referenced within the
transaction stream and may be appended to the transaction content or information record. Along with
PKI administrative and other administrative records, transaction-specific records are part of the PKI
trust documentation set that establish or support the trustworthiness of a transaction. They may vary
from transaction-to- transaction and agency-to-agency. When retained to support the authentication
of an electronic transaction content record (information record}, PKI digital signature transaction
records are program records.

DISPOSITION: Temporary. Cut off annually. Destroy 7 years 6 months to 20 years 6 months after cutoff,

based on the maximum level of operation of the appropriate CA and after the information record the PKI

is designed to protect and/or access is destroyed according to an authorized schedule, or in the case of

permanent records, when the record is transferred to NARA legal custody.

AUTHORITY: GRS 3.2, item 062 {N1-GRS-07-3, item 13b)

PRIVACY ACT: Not Applicable

RECORDS CATEGORY: 1607 — Moved to Records Category 1105

FILE NUMBER: 1607-01 - Consolidated to 1105-01

FILE NUMBER: 1607-02 — Moved to 1105-02

FILE NUMBER: 1607-03 -- Consolidated into 1105-01

FILE NUMBER: 1607-04 — Moved to 1105-03

FILE NUMBER: 1607-05 - Consolidated into 1105-01

FILE NUMBER: 1607-06 — RESCINDED per GRS Transmittal 27
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