DEPARTMENT OF DEFENSE EDUCATION ACTIVITY STUDENT REGISTRATION

FORM 700A Internet Agreement and Consent to Use Information Technology Resources
Terms and Conditions

INSTRUCTIONS:

1. Sponsors/Parents or Guardians are required to sign for students in grade 3 and below.

2. Students in grade 4 and above are required to sign.

3. Complete a new form for new student enrollment; student transitioning from 3" to 4™ grade; from elementary or middle school to
high school; or if a student transfers to another DoDEA school.

PRIVACY ACT STATEMENT

AUTHORITY: 10 U.S.C. 2164 and 20 U.S.C. 921-932; DoD Directive 1342.20, “Department of Defense Education Activity (DoDEA),” October 19, 2007
PRINCIPAL PURPOSE: To obtain consent and authorization needed to allow students to participate in school programs and activities and to disclose certain student
information, and acknowledgement of the emergency care that may be delivered to a student by DoDEA’s officials and health care providers. Information collected on
this form is authorized by the DoDEA system of records notice (SORN) number 26, published at http://dpclo.defense.gov/privacy/SORNs/component/osd/.

ROUTINE USE(S): In addition to the disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, this record or information may be disclosed outside
the DoD as a routine use pursuant to 5 U.S.C. 552a(b)(2-12), the DoD Blanket Routine Uses described at http://dpclo.defense.gov/privacy/SORNs/component/osd/ and
the DoDEA routine uses found in SORN 26.

DISCLOSURE: Granting the consent and authorization requested by this form is voluntary. However, the failure to complete the form and provide the requested
consent/authorization/acknowledgement of notice, may delay or prevent the DoDEA student’s enrollment or participation in activities requiring consent or authorization.

Student Last Name Student First Name Student ID (School Use Only)

Definition of Information Technology (IT) Resources

DoDEA’s IT resources (also referred herein as the “network” (include, but are not limited to, use of or access to DoDEA
communications and computer equipment, related software, and services (such as e-mail and Internet access, educational
programs and services and social media)). | understand that my school will provide me with instruction and answer my
questions regarding these Terms and Conditions before the school will authorize me to have network access.

I. “USE is a Privilege: Conditions of Use”

A. | understand that access to and use of DODEA-IT resources (the network) is intended to support my DoDEA education
and related research and that my access and use (hereinafter “use”) is a privilege, not a right, and that any use
inconsistent with these Terms and Conditions may result in the cancellation of this privilege. | understand that the
transmission (sent or received) of any material in violation of any U.S., state, or host nation law or regulation, or military
installation, or DoD or DoDEA regulation , including this Terms and Conditions, is strictly prohibited and may violate
criminal law.

B. 1 will not download files or subscribe to bulletin boards or web-pages that are not related to my educational activities. If

I have questions about my computer use, | will ask my teacher.

. 1 will respect and adhere to all of the rules governing access to DoDEA IT resources and the rules of any other network
or computing resource to which | have access through the DoDEA IT resources.

. I will not transmit copyrighted material, or material protected by trademark or as a trade secret.

I will not publish on-line using DoDEA IT resources (including communications and social media resources) the name,
photograph, home address or telephone number of another student, faculty, or any other person.

I will not use DoDEA IT resources for commercial advertising or political lobbying, or other partisan activity, and |
understand that such conduct is prohibited and may be illegal.

. 1 will be polite; I will use courteous, respectful language in the use of the DoDEA network.

. In my messages to others, | will not swear, use vulgarities or, sexual, harsh, abusive, or disrespectful language. | will not
engage in conduct that makes fun of, threatens, disrespects, abuses, or otherwise harasses another, or that urges others to
take harassing, abusive or disrespectful action against another person. | will not access or transmit images of nudity or
sexual acts, bodily waste functions, criminal activity or the intent to commit any of the above. | will not engage in
activities that are illegal under, or forbidden by, Federal, state, or host nation laws or regulations, or installations, or DoD
or DoDEA regulations, including this Terms and Conditions agreement while using DoDEA’s IT resources.

I. I will obey these Terms and Conditions governing DoDEA IT resources when | use DoD-provided or non-DoD provided

IT resources to access the DoD or DoDEA networks.

J. 1 will carefully evaluate information I receive while using DoDEA IT resources. As with any research material, | must
review it for accuracy and bias.

K. I will not send “chain letters,” or similar widely distributed “broadcasts” or otherwise use DoDEA’s IT resources that
have the potential to unduly burden or disrupt the use of the network by other users.

L. I will not encourage children or DoDEA student of any age, but particularly any child under the age of 13, to provide
information about themselves to any commercial IT service provider without obtaining prior parental permission; and |
will not use DoDEA IT resources to provide information about myself (in addition to basic electronic directory
information needed to afford access to the DoDEA network) to any commercial IT service provider without obtaining
prior parental permission.

M. I will not upload or create malicious software, such as, but not limited to, computer viruses, worms, or Trojan horses, or
engage in, or attempt to engage in any activity that might harm or destroy data of any user, or harm, disrupt, or interfere
with the use of any DoDEA IT resource, another network, or the Internet.
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STUDENT NAME:

1. Consequences of Failure to Follow These Terms and Conditions

A. |l understand that | am subject to discipline under the DoDEA Disciplinary regulation, to include suspension or
expulsion, and/or to temporary or permanent loss of use of DoDEA IT resources, if | send messages or access or
download files inconsistent with these Terms and Conditions. Furthermore, | may be subject to criminal prosecution if
my conduct violates law.

B. | understand that any use of DoDEA IT resources, whether | employ DoDEA-owned or other IT resources to access
DoDEA IT resources for a purpose that creates, or that causes, a disruption in the school, may subject me to DoDEA
disciplinary action, including loss of privileges to use DoDEA IT resources, and to such other penalties as are prescribed
by law or regulation.

C. I understand that | will lose privileges and be held accountable under law and regulation for intentional destruction or
damage to any DoDEA IT resource.

I11. Privacy

A. | understand and agree that accessing the Internet or e-mail through DoDEA IT resources generally requires that the
school disclose my name or student identification number, grade, and my school and/or home e-mail address to non-
DoD providers of the particular service (like e-mail or any web-based educational program, or to a social media service).
I further understand that when | use web-based or social media services, the service provider may collect additional
information about me or my computer or phone (such as cookies, my Internet searches, IP addresses, the sites that | visit,
and with whom | communicate, and the content of my communications). | also understand the service provider may ask
me to provide additional personal information about myself or others. | further understand that should I release
information to a software service provider, | have no control over the disclosures that providers may make of that
information. | understand and agree that | may not provide a service provider with information about other persons and
that | am solely responsible for consulting with my parents about whether to provide information about myself and the
consequences of providing that information, and that DoDEA accepts no responsibility and no financial or other liability
for my providing or failing to provide such additional information, or for the consequences of my action. | further
understand that | may violate law or regulation if I assist or encourage a child under the age of majority, especially one
under the age of 13, to provide information through the network without prior parental consent.

B. I understand and agree that DoD and DoDEA monitor use of all DoDEA IT resources and that | have no privacy
concerning my use of DoDEA IT resources, whether | access them from DoDEA-provided or private equipment. |
understand that DoD or DoDEA may download from DoDEA IT resources, store, and use evidence of my use in
connection with any administrative action or discipline under these Terms and Conditions, the DoDEA Disciplinary
regulation, or any applicable law or regulation, and that DoD or DoDEA may report conduct and supporting information
that it suspects violates law to appropriate enforcement authorities.

1V. No Warranties

A. 1 understand that DoDEA makes no warranties of any kind, whether expressed or implied, for the IT resources it
provides. DoDEA is not responsible for any damages (including, but not limited to, loss of data, delays, non-deliveries,
misdeliveries, or service interruptions, or for injuries resulting from access to any Internet site, or any consequential
damages) that | may suffer from my use of DoDEA IT resources.

B. T understand the use of any information obtained by my use of DoDEA’s computer resources is at my own risk. DoDEA
specifically denies any responsibility for the accuracy or quality of information obtained through its IT resources.

C. I understand DoDEA has no obligation or authority to defend me against any legal actions brought against me by anyone
arising from my misuse of DoDEA IT resources or violations of any U.S. or foreign laws, or software licenses.

V. Security

A. | understand that security on any IT system is a high priority, especially when the system involves many users. | will
notify my teacher if I notice a security problem. | will not demonstrate the problem to other users.

B. I will not give my user password to other individuals, or allow other persons to use DoDEA-provided IT resources, e-
mail access, or internet access. Any activity associated with my account will be considered my activity. Itis my
responsibility to protect my account and password.

C. I may be denied access to IT resources if | am identified as a security risk.

SIGNATURE BLOCK

SPONSOR/PARENT/GUARDIAN SIGNATURE:

PRINTED NAME: DATE:

STUDENT SIGNATURE (GRADES 4-12 ONLY):

PRINTED NAME: DATE:
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